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~ The MAILING DATE of this communication appears on the cover sheet with the correspondence address - 
Period for Reply 



A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

- E)ctensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, t)y statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)13 Responsive to communication(s) filed on 23 August 2001 . 
2a)n Tiiis action is FINAL. 2b)S This action is non-final. 

3) n Since this application is in condition for allowance except for fomial nnatters. prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1 935 CD. 11, 453 O.G. 21 3. 

Disposition of Claiois 

4) 13 Claim(s) 1-22 is/are pending in the application. 

4a) Of the above clainn(s) Is/are withdrawn fronn consideration. 

5) 0 Clainn(s) is/are allowed. 

6) 13 Claim(s) 1-22 is/are rejected. 
?)□ Claim(s) is/are objected to. 

8) 0 Claim(s) are subject to restriction and/or election requirenaent. 

Application Papers 

9) 0 The specification is objected to by the Exanniner. 

10) 0 The drawing(s) filed on is/are: a)n accepted or b)n objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

11) 0 The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C, § 119 

12) K Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (0. 
aM All b)n Some * c)^ None of: 

1 .□ Certified copies of the priority documents have been received. 

2. n Certified copies of the priority documents have been received in Application No. . 

3. n Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 
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1) S Notice of References Cited (PTO-892) 4) □ Interview Summary (PTO-413) 

2) □ Notice of Draftsperson's Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. . 

3) M Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5) □ Notice of Informal Patent Application (PTO-1 52) 

Paper No(s)/Mail Date 8/01.1/03.3/04 6) □ Other: . 

U.S. Patent and Trademark Office 

PTOL-326 (Rev. 7-05) Office Action Summary Part of Paper No./Mail Date 20050928 
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DETAILED ACTION 

1 . This office action is in response to Applicant's application serial no. 09/934,674 
filed on 08/23/2001. Claims 1-22 are pending. 

Information Disclosure Statement 

2. The information disclosure statement (IDS) submitted on 8/23/2001 , 1/17/2003, 
3/8/2004, 4/28/2003 and 9/6/2005 have been considered by the Examiner. 

Specification 

3. The disclosure is objected to because it contains an embedded hyperlink and/or 
other form of browser-executable code. Applicant is required to delete the embedded 
hyperlink and/or other form of browser-executable code. See MPEP § 608.01 . 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C, 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-22 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
"Bluetooth Specification", Bluetooth Security, November 29, 1999, pages 149-178, in 
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view of "5C Digital Transmission Content Protection White Paper" Revsion 1.0 July 14, 
1998, pages 1-13. 

In respect to claims 1 and 6, Bluetooth discloses transmitting device, for 
transmitting copyright protected contents data to a receiving device through radio 
communications, transmitting device comprising: 

a first authentication unit configured to carry out a first authentication with the 
transmitting device, forjudging whether the transmitting device is the device that is 
allowed to communicate with the transmitting device or not, on a radio link layer of the 
radio communications; 

a first key exchange unit configured to generate a first encryption key and share 
the first encryption key with the transmitting device when the first authentication with the 
transmitting device by the first authentication unit is success (Bluetooth, pages 149- 
154); 

Bluetooth discloses an encrypted radio communication using a first encryption 
key; a communication unit to setup an encryption path and transmit data to the receiving 
device through an encrypted communication path (Bluetooth, pages 149-154) but does 
not explicitly discloses a second authentication unit configured to carry out a second 
authentication with the receiving device, for protecting copyright of the contents data to 
be transmitted; a second key exchange unit configured to generate a second encryption 
key and share the second encryption key with the receiving device when the second 
authentication with the receiving device by the second authentication unit is success 
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and transmit contents data through the second encryption key. However, 5C White 
Paper discloses copy protection system through authentication, exchange key and 
encrypting contents data being exchanged (5C White Paper, pages 1-2). Therefore, it 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made to combine the authentication and key exchange taught by Bluetooth to establish 
a secure communication link between authorized devices with 5C White Paper's 
teaching of providing copy protection system for protecting contents data through a 
second authentication and key exchanged by encrypting the content data with the 
content key to ensure the copyrighted content data is securely managed. 

In respect to claim 2, Bluetooth and 5C White Paper disclose the transmitting and 
receiving devices of claims 1 and 6. Bluetooth and 5C White Paper do not explicitly 
disclose wherein when the second authentication or sharing of the second encryption 
key is failure for a reason that the encrypted radio communication on the radio link layer 
is missing, one of the second authentication unit and the second key exchange unit 
notifies the failure and the reason to the receiving device. However, Official Notice is 
taken that it is old and well known for data transmitting device to notify receiving device 
in event of communication failure and the reason occurred (for example, user surfing 
Internet receives communication disconnecting message and reason). Therefore, It 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made to incorporate this well known feature with Bluetooth and 5C White Paper 
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authentication and key exchange due to the fact that radio communication is more 
vulnerable to communication failure due to frequent airway interference. 

In respect to claim 3, Bluetooth and 5C White Paper disclose the transmitting 
device of claims 1 and 6, further comprising a storage unit configured to store the 
contents data (5C White Paper, Fig. 1, page 4). 

In respect to claim 4, Bluetooth and 5C White Paper disclose the transmitting 
device of claims 1 and 6, wherein the first authentication by the first authentication unit 
is success when a PIN code entered at the transmitting device and a PIN code notified 
from the receiving device are in a prescribed relationship (Bluetooth, page 152, 6*^ 
paragraph). 

In respect to claim 5, Bluetooth and 5C White Paper disclose the transmitting 
device of claim 4, wherein each PIN code contains at least one of a varying code 
information, a prescribed code information, a body information acquired from a body of 
a user, and an attribute information regarding attributes of the user (Bluetooth, page 
152, 6*^ paragraph). 

In respect to claim 6, Bluetooth and 5C White Paper disclose the receiving 
device of claim 1 1 , further comprising a reproduction unit configured to reproduce the 
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contents data (5C White Paper, page 2, 7 paragraph). 

In respect to claims 11 and 15, the claim limitation are receiving device claims 
that are substantially similar to claims 1 and 6. Therefore, claims 11-15 are rejected 
based on the similar rationale. 

• In respect to claims 7-10, 13-14 and 16-18, the claim limitations are substantially 
similar to claims 2-5 and 12. Therefore, claims 7-10, 13-14 and 16-18 are rejected 
based on the similar rationale. 

In respect to claims 19-22, the claim limitation are system claims that are 
substantially similar to claims 1 and 1 1 . Therefore, claims 19-22 are rejected based on 
the similar rationale. 

Conclusion 

5. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

-Shear et al. Disclose cryptographic methods, apparatus and systems for storage 
media electronic rights management in closed and connected appliances. 

-Wang discloses electronic transaction systems and methods therefor. 

-Kung et al. Disclose Protected IP telephony calls using encryption. 
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-Kloba et al. Disclose system, method, and computer program product for 
administering channels, content and data mobile devices. 

-Hurtado et al. Disclose secure electronic content distribution on CDs and DVDs. 

-Crane et aL Disclose authentication framework for managing authentication 
requests from multiple authentication devices. 

-Hurtado et al. Disclose multimedia player for an electronic content delivery 
system. 

-Ala-Laurila et al. Disclose transfer of security association during a mobile 
terminal handover. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tongoc Iran whose telephone number is (571 ) 272- 
3843. The examiner can normally be reached on 8:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse can be reached on (571 ) 272-3838. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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